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ABSTRACT

In this paper, we propose optimization methods for implementing SPARKLE, one of the NIST LWC finalists, on a 64-bit
ARMV8 processor. The proposed methods consist of two approaches: an implementation using ARM A64 instructions and
another using NEON ASIMD instructions. The A64-based implementation is optimized by performing register scheduling to
efficiently utilize the available registers on the ARMv8 architecture. By utilizing the optimized A64-based implementation, we
can achieve speeds that are 1.69 to 1.81 times faster than the C reference implementation on a Raspberry Pi 4B. The
ASIMD-based implementation, on the other hand, optimizes data by parallelizing the ARX-boxes to perform more than three of
them concurrently through a single vector instruction. While the general speed of the optimized ASIMD-based implementation
is lower than that of the A64-based implementation, it only slows down by 1.2 times compared to the 2.1 times slowdown
observed in the A64-based implementation as the block size increases from SPARKLE256 to SPARKLES12. This is an
advantage of the ASIMD-based implementation. Therefore, the ASIMD-based implementation is more efficient for SPARKLE
variant block cipher or permutation designs with larger block sizes than the original SPARKLE, making it a useful resource.
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IoT 37348 Z&4<l dolg ReE $ls& 7
s due]Ee dade] tFEglen HgAol
o skE AEts 2FEEE sl NIST
(National Institute of Standards and
Technology, ¥l= IR EF7|EAT4)= 20164
=HE LWC(LightWeight Cryptography) -&
2AE 353 (8). NIST LWC HEFRE
ikl EEAT =2 HoMHoR Awtw 9f
AEAD(Authenticated  Encryption  with
Associated Data) ¥x#]Folz ASCON(9],
Elephant(10), GIFT-COFBI(11), Grain-
128AEAD(12], SPARKLE(SCHWAEMM}
ESCH)(1) & 10522 FA= gt o]zt
NIST LWC FHEFHREo o8, 734E 918 o
b A5 Nk Aot 2 gl AldEa gl
t}.

SPARKLE %4 (permutation) (1] SPARX
£5 g36)o4 o & 2 =719 aHd AE
AHSsHs Fxolt. SPARKLE 98 7[Hte=
g 1% tzst dae]d SCHWAEMM &iAlgh
4 ESCH(1)+ NIST LWC HEFR F shio]
t}. SPARKLE 492 54, 34 282 XOR 4
AHS FA R4 R 7= ARX(Addition, Rotation,
eXclusive-or) T2 uw&r} o]#g ARX +&
= AAbllA Ak 2 =] datelld FrEAEQl E9
AtelZ(clock cycle) lo] &% 4 dlelele] 3|
A|ZE (shift) dibE AE4F 5 sl viE A=
(barrel shifter)E o]&3ld T&A Fdeo| 7+
Ei=
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Table 1. SPARKLE Implementations

Implementation Reference
ARMvT A32 (1)
GPU (13)
FPGA (14)
Quantum Circuit (15)
ARMv8 ARM64 Section 3.1
ARMv8 NEON ASIMD Section 3.2

ARM  A32¢14  AY¥sk= wid AZE9}
ROR(ROtate-Right) Asks °0]§-3
SPARKLE <%9& ZAskse} vk ohz}
SPARKLE <4l w3l GPU(13], FPGA(14),
FAb 3| Z(15) 59 vhekdt A6lM e #HA-st o
A7 A Y= 3 gt

2 E=iolie 64-H]E ARMvE  #7ellA]
SPARKLE <<% #A3} 78 W& Adact Al
oF WPHE& F 7K 24 64-H]E ARM A64 "o
E o]43 F3d3 NEON ASIMD(Advanced
Single Instruction Multiple Data) M3 E
o] 88k Falo|r}

ARM A64914= A32¢F 2] ADD <dAtel of
3] ROR <dAbe wiE A ZE R o]&sle= 7o) E7}
Salthke el EAget. A A32) vl o
B HE dA2HE 23 ode A3 640 E 4
2Eol|A 32-H]E HA|2Ew AR Tsdithe S
Z43th. A64 719 AE FEE ARMvS Aol
7143 dA2EE MR ALY F EE
A 2B 2AEEE FaEte] A g

NEON ASIMD<lME wlE AZef7} A 4=]%]
%3 ROR <At =3k A dshA] v d3le] &
Aghet, sk NEON #HIA| 2Bl & o]§-3te] 3l}e]
e wefol s F3 37] o]Ake] ARX-boxE HEA
22 FYFEE do|e|E WA o7 FA3l HA
3} g

Raspberry Pi 4Bell4 A64 7|8k Alk+3L C
olo] Fx7el (1) wlaste] 1.69~1.81v] sF4%l
&2 zZ-eth ASIMD 714k Alok-8-2 A4 7]4t
ArErct dubdel ESE= "ozt A
SPARKLE256¢14 SPARKLES12E &% =7|7}
71w, A64 7|9t AlFTFelM= S5 2,18
r#xE= Aol vl ASIMD 7]ub A=
1200}l =292)7] vk Aol gl webA 7]
£ SPARKLEEH ¥ & £5 =|E Z+=
SPARKLE W3 £5 ¢33 =z $ddi=
ASIMD 7]uF &le] o &84 4 9} o] ¢l

b=

o

43 A= &g Jhsdith AT
https://github.com/shb115/SPARKLE_ARM
v8ol|A] o] 7l53lrt.

B =Y FEE ued A IACAE
SPARKLE® ARMv8 ZZAAME 7letsiAl &0
ghel Agksle 78 v MAlM s, IV
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2.1 SPARKLE

SPARKLE(1)2 256-, 384-, 512-H]E¢] si=
Hog 7HAe, 74 &5 =719 W3] SPARKLE256,
SPARKLE384, SPARKLE512E H-Er} 7 E=
=Z7]e e &3 wA(slim version)¥ 2 ®A
(big version)& ZZ #4184 SPARKLE256°
sl 7-, 10-2%l(step), SPARKLE384¢] dis|
7-, 11-2=%, SPARKLE512¢l sl 8-, 12-28l2-
2] 4dgh,

Fig. 1. SPARKLE®S] & ~¥& a8o2 v}
el Zolt}. n, &= ARX-box H#lA](branch) o]
3 SPARKLE® 7+ £& z7]e| W8] n,=4,6,8°]
=] hb:nb/Qolr/}. 7+ 2, (0<i<n)= (wi,yi)i o]
Fo1zl 64-v]E slFe]t}, SPARKLE®] 3 282
A q0=i=7)% 28 sE Ay y0l
XOR <4ksl= #HA, o708 64-°H]E ARX-box
A 2 o]l viAdd AF o FHPES AFE
I AelFE AR AT L, 2 olFelA vk A¥
A% L, = A¥ dAol~d(Feistel) 3 M, 7 B

;2] oA E o] FoiA 9l

Z0 21 22 s Zhp—1
l l l l
ACO Ac1 AC2 Achb— 1

Algorithm 1. SPARKLE256, & 4x#%
o= el Aolt}. o] w = 2~He] o]t}

Fig. 3. ARX-box Alzette A& IHoZ 1}
e Aol 2.y, cu,ve 32-H]Eo|t}h A+ 4-2f
+EZ TAE AL 64-H1E EHS 7RIth

Algorithm 2.& SPARKLE25694 A==
Ay AZF LE daelgeR vehd Aol

Algorithm 1. SPARKLE256,,

Input/Output: ((zgyy),- - (505)) € (2 xXFy?)!

(¢yrc; )<—(@xB7E15162, OxBF715880)
(¢y,¢; )«—(0x38BADAS6, Ox324E7738)
(¢,5¢; ) <—(@xBB1185EB, Ox4F7C7B57)
(¢5,¢, ) <—(@xCFBFALC8, ©xC2B3293D)
for all s€[0,n, —1] do

Yo Yo P moas)

Y <y, B (s mod2*?)

for all i€[0,3] do

© ® 2o oA W

(z;y,)A, (z;,)

_‘
<

end for
11. (@ yp)sees (@go )Ly (0,9 )55 (5, 5))
12. end for

13. return ((Igvyo)-,'“’(Igvyg))

Fig. 2. SPARKLE256, (1]

My,

Zhy, Zhy+1 Zhp+2 - Znp—1
Achb Achb+1 Achb+2 Acnb—l
@

Fig. 1. The overall structure of a step of SPARKLE (1)
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Fig. 3. Structure of ARX-box Alzette 4, (7)

Algorithm 2.9 1~5WA Fo] A3 Hojrel I
T M, 013l 6~THlA Fo] Balx] ot

SPARKLE®S] 74845 viE A =Ze 2} ROR
Aike A sl T2 A A EapH o]t

2.2 64-HE ARMv8 ZZMM

ARM ZRAAE AAH3} w45 wfol gJulr]
= Zkgdel de] &85t ARMv8S ARM Z=2A|

Table 2. ARMv8 Instructions set

Algorithm 2. Linear Layer I,

Input/Output: ((zgyy)s- (24 u5)) E (B2 X F32)*

(t,t, ) (2, By, y, By )

t,—(t, dt, <16)) <16
t,(t,®(t, <16)) «16

(ygs Y3 )<y, By B,y By, B, )

(2, ) (2, D, Bt w3 D, Bt,) [/ M,
(xo,xl,xz,xg)H(Is,xz,xu,xl)

(

YorU1>Yor Y3 )—(Us: Yo Yoy, ) // branch perm

o =3 O Ot B~ W N =

return ((zy,4y);- (2595))

Fig. 4. Linear Layer Z, (1)

A9} NEON o4& Algsteh(2). ARM ZZAA

R ZRANE AL AT, A L

2] kel 2714el 29 Aol 2 glo] 5 819
dlolelol Gl AZE QA4be A4 4 Qi wEA

2|5 Agstl. ARMv8 Z2A4+= 64-H]E 1
4 A 2E x0-x309F A64 W A A
o} 64-°|E HAAHES 32-H]E wi-w3022 A}
57 o1& 7Fsstet.

NEON <zl 128-H|E HE] HA]2E v0-v31
S At Wy ZzAAe] 7153 ASIMD H¥
o] RS AlFFct. o] WE AL 128-H]E
we] 228 WA 64-, 32-, 16-, 8-H]E 9]
= 8d 4 ook

Table 2.= SPARKLE <9 A3} 13 &
S5 A649F ASIMD #3352 Qofo]r).

ARM A64 Instructions

Instruction Operand Description
EOR X, XX, Exclusive-or operation, X, =X ®X,
ADD Ko X Xy Addition operation, X, =X +.X,
ROR X, X #d Rotate right, X, =X, >d

NEON ASIMD Instructions

Instruction Operand Description
DUP V., X, Duplicate element to vector, X,—V,
umov XV, Unsigned move vector element to general-purpose register, V,—X,
SHL V., V,.#d Shift left, (V,,,d)—V,
SRI V.,V .#d Shift right and insert, (V,,.d)—V,
REV32 V..V, Reverse elements in 32-bit words, (V,,,32)—V,
EXT VoV, Vi hk Extract vector form pair of vectors, (V,,,V,k)—V,

EOR, ADD V.,V.V, Exclusive-or and Addition operation, V, =V, &V, (V, ,V,)—=V,
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[Il. Sparkle 78 X3}
3.1 ARM A64E o|2st 718 X3}

(1)ellM= ARMvT #HelMe] oAl Ee] Fz
S AAZTE, ARMvT ZRAAME 32-H]E HE
#2228 r0-r159F A32 We] S Alwdc)
SPARKLE®] &2 =7]%& 256-, 384-, 512-H|E
ola W& HAIxE F FHA& e A dAzER
o] g-afof 37| wliEel ¢ ¢, ee WS HAA
Elo] 5% A 4 glch. 53] SPARKLE5S12¢]
A= e 3 (2, y,) 23 W8 dAZE e 25 A
A8 4 gl wEbd (1)9] ARMvT #2713 |
4 HAzE A AL 5 $= A5l ds Fig.
5.9 MOV32%& ol&dlx A wiWl A dA~
Eol  AMAste]  odike 3l Fig. 5.4
MOVWSe} MOVTE A32 H#olza 16-HE o
A2 e dAZzE  AASE ikl
SPARKLES12e4= W& #A2Eled AR 5
e A BEL 28 (stack) ol AR AT 23
wuie}l QA R e o] AAste] dAAkght)

sAuk 64-H]1E ARMvS Z2AAME % 31749
W HAAEE At weba A s o}
yeb A s org B W4 dA2E ] AAs)
of AR 4= )t

A320114= ADD <ditell & e A ZefE o]
43t ROR iks 71 29 AlelF §lo] o] &3
4 itk AR A64ol M= ADD <datel wis] i
# A ZEE o]83le] ROR dibE F7F 29 Ao

24 A64el4E ADD 4k} ROR al4ke 72t
Agsle o] Hage] dabtez A32¢lx¢} %

64-8]E A 2Eol| 32-8¥]|E Al 3t 2705 A
ato] AikS Algste WA ADD dditem QI3
Ml (carry)oll oa] BlEEAQ AL shalsielc),
w2l ARMvSelA] 64-H]E #HAAE S-S 32-H|E
AA2E 2 AHEA o4 7hssithe AL o] gst

Table 3. Register scheduling in 3.1

.macro MOV32 ri:req, ci:req
movw \ri, #:lowerl6:\ci // lower 16-bit
movt \ri, #:upperl6:\ci // lower 16-bit
.endm

Fig. 6. MOV32

Register Scheduling

w3-w10 Z;Y;
SPARKLE256 w19-w26 G

wl-w2 temp

w3-wl4 Z;»Y;
SPARKLE384 w19-w26 G

wl-w2 temp

w3-wl18 Z;Y;
SPARKLE512 w19-w26 G

wl-w2 temp

o]

Mg Al 320 e g Aol
& ek Aol 1 wgHle wely £
Ao AT 7t =5 A7)l gt HA s 2~
A= Table 3.7 2t}

}

toi

3.2 NEON ASIMDE 0|E8t 78 =

(1)9] 5% 784 S@elde WE AZHE of
43t 743 2] NEON| el #72¢lel o
s elgskw Stk ARMv? #7¢l4%E NEON
ASIMD #=ol& AskA7t, ARMvT #FHx7d
(1)1 NEON ASIMD #eol2 ol-43 7alo]
ZAsA et wehy B Aol NEON
ASIMD #HelE o4 #43 TR A
NEON ] #7~F|% o] 4319 ARX-box =
AE Az wWEdoR A 5 ol AT
dabe w gader diehs AL ol T
A B7bsElh ARX-boxe] ldlo] Als AlZe|
Anch o we wgS B9skEE ARX-boxE
droz dabalis Ao] EaAolehs AL Hls)
o}

[+3

32 oE 2 PN orr

whd] ARX-boxs WEA SR dAkslr] 93l
SPARKLE256eI4E v0ol  agyry s ARSI
viel yp-myso AAsI] 4719 ARX-boxE 171€]
WE]  ARX-boxRhe A 5 oloh
SPARKLE384¢ll4&  v0el
YooY, V20U @y, V3l gy T AASEAL
SPARKLES512e4+=  v0el
Yorrls, V2 Typeszy, v3l y,,.y, e AABI
276, 879 ARX-boxE 2, 2719 W

Tgy-rr Ty, vlel

Ty, v1el
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ARX-box®tex a3 4 9lrk. ARX-boxel=
e 3 ol = At Basty Ad 3t A
¥~ (index) 7t dA]sfof el SPARKLE256¢
A= 2l ¢y e, ® ARSI SPARKLESS40IA]
© vdol ooy, V5O ¢pomes, SPARKLE512
Nz vdel ¢y, .ncy, V5Ol ¢y, oy B S AL
8 I e JdYaE: dAAFIH wE
ARX-boxE <4kt 4= 9ltl. Table 4.= & 49
AFrdela] 2t B5 =7]0 tigh WE Hx| e ~
AEdel Fig. 6.2 SPARKLE256°14¢] #WE
HA2E F25F 27 oR vehd Zlelth

NEON ASIMDelA wlE A ZEE x|Y43HA] &
= Aol dal 3.1283} £d3A ADD <94k} ROR
od4t °3H—J§ Fesle SR Este] et}
A48 o= Aol WA= SHLA
SRIZ 105}"4 270 wEejute @ ROR 414k
= s, ROR 169 weisde
REV32%E |43 1719 HEejwte® ROR a4t
9] o3& o £ 9lch. Fig. 7.& # A9
SPARKLE256 AletrdelA ARX-box 4-2}+-=
Z 1= E ditshe FAolt

=}
o
’;U
mio

Table 4. Register scheduling in 3.2

Register Scheduling
v0-vl Y,
SPARKLE256 v2-v3 G
v13 temp
v0-v3 Z;0Y;
SPARKLE384 v4-v5 G
v13 temp
v0-v3 Y,
SPARKLEbS12 v4-vh G
v13 temp
vO Zo x1 T2 x3

vl Yo Y1 Y2 Y3

v2 Co C1 C2 C3
v3 Cq Cs Ce cr
Fig. 6. Structure of vector register in

SPARKLE256

shl Vv4.4s, vl.4s, #1

sri vd.4s, vl.4s, #31 // rotate right v1 31
add v0.4s, v0.4s, v4.4s // vO = vO + v4

shl V4.4s, v0.4s, #8

sri vd.4s, v0.4s, #24 // rotate right vo 24
eor v1l.16b, v1.16b, v4.16b // vl = vl XOR v4

eor ve.16b, v@.16b, v2.16b // vl = vl XOR c

Fig. 7. SPARKLE256 ARX-box 1-round

3.1 Aljbpaelde Ad Ao aa,dt,
it el 7 &5 =zl s 8, 12, 16W9
EOR <4bs ARgsiodeh. st wle HA2EE
olgstd Z+ B2 =yl ds 2, 4, 499
ASIMD EOR <d4hte g 383k 4= 9}

At ¢, t, 5 A7) flaixs wE A 2E
o] daEs P Adtshs FAelA 3,149 Al
W odite] Fasjrl A64 7|k Ak

2t B8 Al a8 ¢, 1,5 A Slel
2, 3, 491 EOR <ate] Haslgixut, 2, 3, 49
°] UMOV <4k} 1, 1, 14119 ROR, 1, 1, 199
DUP 4ks F7HH o2 Agslof vk Fig. 8.&
¥ 4] SPAKRLE384 AljFraelA ¢t 5 A4t
3= Aol

3.149] ArFddAE 2t dA2E M2 Axks)
7] witel] Halx] £ elite] Hashx] ¢t} §A)
gk e} HA 2B E o] gl gl A gt A
o] QuelAE A A Ao} SR Halx] =g <4t
o] Ao}l Fig. 9.2 Halx £ AxZ 18
°2 vehdl Alo|t},

SPARKLE256¢ tis 2wl EXT, 249
REV64  <labe o] SPAKRLE384,
SPAKRLE5S12¢ wisl 7tk 4, 24| EXTE ©]
bl QA Balx £9E 7Y 5 9t ole
MOV, UMOVE o|43te] ~$H(swap)dhs 2k

of

ok:o F-{>

umov  wl2, v@.s[@] // wl2 : temp register

umov  wl3, v@.s[1] // wl3 : temp register

umov  wl4, v@.s[2] // wl4 : temp register

eor wl2, wl2, wl3

eor wl2, wl2, wld // wl2 = wl2 XOR wl3 XOR
wld

eor wl2, wl2, wl2, 1sl #16

ror wl2, wl2, #16 // wl2 = (wl2 << 16) <<< 16
dup  v6.4s, wl2 // wl2 =1, or i,

Fig. 8. Compute ¢,,t, in SPARKLE384



AR R =A

(2023. 6) 407

Zra s e X~

h 4
s re Ty Za

Fig. 9. Conclusion of branch permutation

ext v2.16b, v2.16b, v2.16b, #4
ext v3.16b, v3.16b, v3.16b, #4

Fig. 10. Branch permutation in SPARKLE512

o} o] AL v]L-S Al8sle] Halx $£oHS I
4 9t Fig. 10~ SPARKLE512014] HaA]
98 g Zlolt

SPARKLE®] 413 A=2 W @2 A3
3] odol BE oW s WAt AL & &

sict
V. 78 2 Hlm

H =9 AHTHEELS Cortex-A72 CPUE 7}
Al Linux raspberrypi 5.15.32-v8+ #x|AtellA
Hrk=deh, 29 A4 Ubuntu 22.04 LTSelx
Addel= GCC version 11.2.05 AHg-3ksith.
RE FHEL -03 $4E AFEskgrt

Table 5.9l SPARKLE 9 ##3 139
A AFEo] yeht gt Table 5.9 F&olA
Ce (19 =73, ARM A64: 3.149 A64
7Mb Alekrd 8]z NEON ASIMD+ 3.229
ASIMD 7|8t Algt&olct, SPAKRLE®] 7 £&
Z7le e & WA AAE dueH, A7 )
T Al A doiz] AR TS 7|HEe R AL
o} AZke] 9= nsolw e AHRF A dlelE]e]
=

A64 7 ArEe C FERTEe  HlE
SPARKLE2564= <¢F 1.728], SPARKLE384
o4& <F 1.819), SPARKLE512¢4+& <F 1.69
v Z&Ho|g AL & & 9t

ASIMD 71t 882 ARX-box A
Ao s 4 AN, AY Ao A
A 2~Ef ol BIEZEA0]7] wlEol A64 7[HF AHlH+
Hduch vEagdolgte AS & 4 otk uEhA
ASIMD 7IvF &5 wgichd oS uxlos A
3 AEE AR 7ol o aAdAHolgls AS o

&,

O

Table 5. Conclusion of implementation

Implementation Time(ns)
C (1) 399.692
ARM A64
SPARKLE256 |  [Section 3.1) 232.688
NEON ASIMD
(Section 3.2) 608.751
c 609.941
ARM A64
SPARKLES84 |  [Section 3.1] 336.197
NEON ASIMD
(Section 3.2) 662.404
C (1) 849.483
ARM A64
SPARKLE512 (Section 3.1) 503.476
NEON ASIMD
(Section 3.2) 730.499
% gk,
Fig. 11.& %% SPARKLE® 2% =27], 4%

S AgA 7oz = agZo|t}. ASIMD 7]ut Al
HrE A64 7IHF Alorde] W&l =A|RE
SPARKLE256914 SPARKLE5128 && =77}
Z7kst W A64 71uF AlrTFEeAE 271 2.10)
&A= Aol uls ASIMD 7]¥F At el =
1.2uu}el] =222 b Aol glrk. webs 7]
% SPARKLE:RT} © 2 55 z7|8 Z+
SPARKLE #3 2% <3 xt $£99 A7 ¥

FHgchd NEON ASIMDE o83 F3o] ¢
agAolgte AL & 5

1000

800 //

600 >

w /

\ 4

@s( @ ARM A4 «-NEON ASIMD

Time (ns)

200

SPARKLE256 SPARKLE384 SPARKLE512

Fig. 11. Graph of implementation conclusion




408

ARMvS 74 NIST LWC SPARKLE #84 3

t}. ARM A64, NEON ASIMD ®W3H|E% o]
g 73} 7L 42 Aldella RE 2F =7
el A64 7IF Algkde] b EEAS

olo]
A A
ASIMD 7]4F Alsk7-&e] 7} folydet. of
A<
SPARKLEXt}
SPARKLE ¥ &5 <3 mv £95 A7
TE319S W, ASIMD 714 Algkrde] 713

LA BE =79 St

Gkl
o 2

FAlel gl 7]

55 2E

aFhe

_>;
Vs
o W& Ar N e fF A 2 ok

ot

Ao o 4 stk

(1]

References

C. Beierle, A. Biryukov, and L.C. dos

Santos,  “Schwaemm  and  esch:
lightweight authenticated encryption
and hashing wusing the sparkle
permutation family,” NIST round 2 .
2019.

ARM Developer, "ARM A64 Instruction
Set Architecture,” https://developer.
arm.com/documentation/ddi0596/latest/.
2023.04.01.

J. Song, Y. Kim, and S,C, Seo,
"High-Speed Fault Attack Resistant
Implementation of PIPO Block Cipher
on ARM Cortex-A,” IEEE Access, vol.
9, pp. 162893-162908, Dec. 2021.

J. Song, and S,C, Seo, "Secure and

fast implementation of ARX-Based
block ciphers using ASIMD
instructions in ARMv8 platforms,”
IEEE Access, vol. 8, pp.

193138-193153, Oct. 2020.

H. Seo, "High speed implementation
of LEA on ARMvS8, Journal of the
Korea Institute of Information and
Communication Engineering, 21(10),
pp. 1929-1934, Oct. 2017.

D. Dinu, L. Perrin, and A. Udovenko,
strategies for ARX with
provable bounds: Sparx and LAX/
Advances in Cryptology - ASIACRYPT
2016, wvol. 10031, pp. 484-513, Dec.

"Design

(7]

2016.

C. Beierle, A. Biryukov, and L.C. dos
Santos, "Alzette: A 64-Bit ARX-box:
(Feat. CRAX and TRAX),” Advances
in Cryptology - CRYPTO 2020, vol.
12172, pp. 419-448, Aug, 2020.

K. McKay, L. Bassham, and M.
Sonmez Turan, ‘Report on lightweight
cryptography,” No. NIST Internal or
Interagency Report (NISTIR) 8114
(Draft). National Institute  of
Standards and Technology, 2016.

C. Dobraunig, M. Eichlseder, and F.

Mendel, “Ascon v1.2: Lightweight
authenticated encryption and
hashing,” Journal of Cryptology,

34(33), pp. 1-42, Jun. 2021.

B. Menink, "Elephant v2,” 2021.
S, Banik, A. Chakraborti,
A.Inoue, "Gift-cofb,” Cryptology ePrint
Archive, 2020.

and

M. Hell, T. Johansson, and A.
Maximov, "Grain-128 AEADv2-A
lightweight AEAD stream cipher.”
NIST Lightweight Cryptography,
Finalists, 2021.

W.K. Lee, K. Jang, and G. Song,
"Efficient Implementation of

Lightweight Hash Functions on GPU
and Quantum Computers for IoT
Applications,” IEEE Access, vol. 10,
pp. 59661-59674, Jun. 2022.

S, Khan, W.K. Lee, and A. Karmakar,
"Area-time Efficient Implementation
of NIST Lightweight Hash Functions
IEEE
Internet of Things Journal, vol. 10(9),
pp. 8083-8095, Dec. 2022.

Y. Yang, K. Jang, and H. Kim,
on SPARKLE,” Information
Security Applications: WISA 2022,
vol. 13720, pp. 44-59, Feb. 2023.

Targeting IoT Applications,”

"Grover



A8 K533 =FA] (2023, 6) 409

(M X2

A1 & ¥ (Hanbeom Shin) 3]

20229 29 A&AHHY 8tk 24

202241 39 ~&A: mdgn AR B skl il
(FAFop Gz duEE AA 4 ¥4, dAy] o4

A 9t 24 (Gyusang Kim) 3H43]¢)

20204 84: AL 33} 24

2020 9 ~&A: st AR R sE] Akl kb
Gl A 14

o] M % (Myeonghoon Lee) &3]%]

20204 29 gy ¢ 24

20204 39 ~&A: zidietn AR R sk AMuka} Egtzz]
(e ot dAl7] ks

71 91 A (Insung Kim) A3

20224 29 A ¢ 24

20229 39 ~A: yeidista AR R soe] Huba} 3k
(e} ots daelE A 2 B4 A7) o=

71 A 4 (Sunyeop Kim) 339

20194 8Y: z izt 3ta) £

20194 9 ~&A: wejdisty AR B Ikl Auka} ey
(FAEop) <tz dxE)E AA 4 24 diA7] ¢

A % 2 (Donggeun Kwon) 34434

20184 29 aEigtn ¢k 24

20184 3¥~2020d 2¥9: wEdstn AW W5 sty A}

20209 39 ~AA: ueidista AR R FoE] walA

(TRl HAd 34, Heid, #Alsd 7bF 3R, s duelE A4 2 24,
A7) 5




ARMvS 74 NIST LWC SPARKLE #84 3

7} A 7 (Seonggyeom Kim) A3
201641 84 ghefuista 43ty &4
2016 99~201841 8Y: mHdetw HHW W58t} AA}L
20199 3¥~20234 29: z# Y ew H KW W35St} vk}
20239 39 ~3A: A}

(FAFo}) otd dweEE AA 9 24 1

7] 4%

[os

A A & (Seogchung Seo) A3Y

20114 8Y: aefcistal A X B s oshe] uha}
20134 1149 A4 Frled A7
20149 44 AHAA2F DMC 974 A4
20194 29 F7pRelr|EAdT4 AYdTd

I"

20199 39 ~&A): =lfstal A By kst Falsg
GHAEeR a4t 3717] 2, dEneils, vEgaRst

% 4 3] (Seokhie Hong) 4139

2001411 w2 thska 48k} uba}

19994 84 ~20049 2% @AFEE Bl=Z=E]R] AdadTd

20034 39~2004 2 wsty ARHESI]|ed A Adadtd

20049 49~2005d 29: K.U. Leuven ESAT/SCD-COSIC ¥pA}Z o144
200541 39~20134 8Y: wdista AR B It g

20139 99 ~AA: uejdisty ARR T Hug

FlEeh dA7] 2 7] 2 daEE HAd 34 2 oS, A" 28



